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IMUNES

• Integrated Multiprotocol Network Emulator/Simulator of IP-based 
networks

• virtual nodes and physical network interfaces linked through 
simulated links

• Link configuration properties
• e.g. bandwidth and latency 

• Dynamic configuration



IMUNES

• Main advantages
• Real time IP network topology emulation / simulation at Gigabit speeds

• 100s to 1000s of virtual nodes on one physical machine, each node capable 
of running unmodified UNIX applications

• Scalable architecture for real-time large scale experiments

• GUI: management plane, automated node and link creation and configuration

• Lightweight, portable experiments which can be quickly and easily 
instantiated

• FreeBSD kernel-level network stack virtualization technology developed at the 
University of Zagreb

• Open source and free



IMUNES

• Technologies used:
• jails, netgraph (FreeBSD)

• Docker, Open vSwitch (Linux)

• Current applications:
• General-purpose network testbed used for Ericsson Nikola Tesla product 

testing

• Realistic laboratory and learning environments used for teaching at 
the University of Zagreb

http://www.ericsson.hr/homepage
http://fer.unizg.hr/en


First Example: Dynamic Scheduling

• Paper: Dynamic Scheduling of Contextually Categorised Internet of 
Things Services in Fog Computing Environment

• Goals:
• Service scheduling in edge computing environment

• Tracking of network quality parameters at user agents (edge nodes)

• Recognize QoS deterioration and tigger re-scheduling

• Schedule services to optimal nodes



First Example: Dynamic Scheduling



Further research

• Paper: Performance Evaluation of Container Orchestration Tools in 
Edge Computing Environments

• Connecting physical or virtual nodes in IMUNES through interfaces

• Simulating network between nodes that run Docker

• Evaluation of orchestration tools and adapting their scheduling 
algorithms 



Live demo

Running edge experiments
using Imunes network emulator
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Experiment design

• For example: we want to test our service placement algorithm on 
top of K3s tool

• Simulating real world scenario: network failures and delays

• What do we need to do?
1. Create VMs

2. Add VM interfaces to Imunes and configure the underlying network

3. Configure routes in VMs

4. Deploy K3s cluster

5. Run tests
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Setup

• 4 nodes
• 1 controller (master) node

• 3 worker nodes

• 1 service per worker node

• 1 client sending requests
to the service

• Simulate network changes
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