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In-Body Networking: Motivation 

• 2005, 25 Mio US citizens had 

implanted devices 

• Number will increase 

• People get older, multiple diseases 

• Examples: 

• Drug delivery systems 

• Artificial organs (kidney) 

• Intracranial pressure  

monitoring devices 

• Should network these devices 

 

 

 

 

 



New communication for in-body networks:  

RF through the Fat Layer 

• Existing methods not sufficient 

• RF Communication through fat layer 

 

 

• Fat is everywhere in the body 

 

 

 

 

 

(a) Mid-chest (b) Mid-abdomen 



In-Body Networking 



Modelling Fat Communication 

 

 

 

 

 

 

 

  



Modelling Fat Communication 

 

 

 

 

 

 

 
Frequency Fat Muscle 

400 MHz 5.58 57.1 

1 GHz 4.6 42.8 

Relative Permittivity Relative Permittivity Relative Permittivity 

Lower permittivity: RF behaves similar to air 

 

Water Content: 

Fat: 10-20% 

Muscle: 75% 

Skin: 64% 

 



Investigating the Fat Channel 

• We use simulations, ex-vivo, phantoms 

 

 

 

 

 

 



Phantoms  

Also research output 

 

 

• Simple phantoms 

 

 

 

 

 

 

• And more complex ones 

Torso: “athletic version” 

 

 

 

 

 

 

 



Results: Phantom 
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Results: Ex-Vivo 
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Sending Packets 

 

 

 

 

 

 

 



Sending Packets 
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Perturbants in the Channel 

 

 

 

 

 

 

 



Privacy Preservation: Tumor Relapse 

 

 

 

 

 

 

 

Very personal data 

• Do not want external parties  

to infer tumour relapse 

 But RF signals leak 

Fat-IBC: 

• Can be used for sensing 

Not only communication 



Other results in-body fat communication 

• Ex-vivo shown front-to-back communication (40 cm), correlates 

well for short distance straight (waveguide makes it linear) 

• Impact of blood vessels: not high but depends on alignment 

• Convex or concave channel almost same performance 

• Not much impact when probes not aligned 

• 5 GHz antenna designed and evaluated, ex-vivo testing 

• How to couple to the outside (in the fat and back) 

• front-ends (antenna plus some circuitry) 

 

 

 

 



Summary Fat Channel for In-Body 

Communication 

• Low loss, high bandwidth 

• Not much impact from disturbances 

• Can act as sensor (perturbants) 

 

 

 



Privacy Preservation: Signal Leakage 

 

 

 

 

 

 

 

• Other in-body communications claim that RF leaks 

• But how much? 

• Sounds easy but tough! 
 

 

  

Transmitter 

Receiver 

Accepted at ACM MSWiM 2023  



Privacy Preservation: Signal Leakage 
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Privacy Preservation: Signal Leakage 
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Applications of Secure Fat-IBC 

 

 

 

Bionic arm: Sending signals from brain to hand via Fat-IBC 

Design and experimental prototype 

 

Exoskeleton: before and after motor actuation 



Some Open Issues 

• Higher bandwidth 

 Have successfully used WiFi in phantoms  

 Within SAR limits? 

  

• Energy consumption 

 Backscatter to reduce energy consumption 

 Should be possible 

 Power in-body nodes using RF harvesting? 

 

 

 

 



LoRea: A Long-Range Backscatter Platform 

 

 Computational RFID tags:  

 RFID/Backscatter tags 

augmented with sensing & 

computation 

 

 Example: WISP, Moo 

 Major problem (until LoRea): short range  

 

 

Main contributor: 

Ambuj Varshney, now NUS  



Background Backscatter 

 Generating radio waves energy-consuming 

 Idea of backscatter: 

 To send 1: reflect (existing) signal 

 To send 0: absorb 

 Problem: receiver needs to discern original and backscattered 

signal 

 R(t) = Srt(t) + αB(t)Sbt(t)  

 α: radar cross section: ability to reflect signal 

 Possible to change frequency of backscatter signal 

[Kellogg et al., NSDI 2016] 

 

 

 



LoRea in a Nutshell 

   

 

 



LoRea Design 

 Avoid self-interference at reader by: 

 Separate carrier from backscatter transmission 

 Radio rejects transmissions on adjacent frequencies 

 Decouple carrier generator and receiver spatially 

 Operate at lower bit rates and 2.4 GHz 

 More sensitive receivers (cc2500) and FSK → better range 

 Use existing devices to generate carrier 

 Result:  

 Very long range (km range) 

 Very small energy consumption at tag: 70 µW 

 

 



Backscatter Summary 

• Reduces drastically the energy consumption 

 

• Devices can be powered by energy harvesting, e.g. 

 Solar 

 Vibration 

 Radio frequencies 

 

 

 

 



Energy Harvesting: Motivation 

• Batteries cause problems 

• 20% of IoT-enabled smoke alarms do  

not function due to dead or missing batteries 

 

→ let’s harvest energy from the environment. 

 

 

• Energy harvesting not simple: 

• Erratic, comes and goes: 

→ nodes may run out of energy, reboot,  

     loose their state, applications do not 

     make progress 

• Often not much energy to harvest     
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Intermittent Computing 



Approach for battery-free IoT: Backscatter 

and Intermittent Computing 

• Backscatter: drastically reduces energy consumption by 

outsourcing RF wave generating to external device 

• Similar to RFID 
 

 

 

• Intermittent computing: system state is made persistent by 

relying on non-volatile memories 

• Before running out of energy 

• Re-load persistent state when booting  

 

• Combining these two for battery-free IoT! 

 

 

 

 

Receiver Carrier 

generator 
Backscatter Tag 



Applications 

 

• Medical applications:  

• design implantable energy-efficient sensors  

to diagnose Sarcopenia and Osteopenia 

• monitoring the health of prosthetic implants 

• Communication with Fat-IBC 

 

• Civil engineering 

• inspection and remote monitoring  

of embankment dams 

• Prel. work on next slides 

 

 

 

 

 

 



Background and Motivation 

• Embankment dams: 

• Earth-filled barrage, 

some water flows through 

→ displacement, sensing 

needed 

 

• Sensors inaccessible   

→ power by energy harvesting  

 

• Investigated several energy sources 

→ RF power best option 

 

 

Joint work with Vattenfall, Poster 

EWSN 2022  



Lab Setup 



Selected Results (Lab) 



Selected Results (Lab) 



Experimental Setup 



Selected Results (Experiment) 



Selected Results (Experiment) 



Combining Backscatter and Intermittent 

Computing for Higher Data Yield 

 

 

 

• Normal (low-power) radio: 

• Send data to the radio for transmission 

 

• Typical backscatter radio: 

• Assumes a carrier wave 

• Tag has no receiver (to receive ACKs)  

 → Data may get lost when there is no carrier wave 

  or tag runs out of energy 

 

  

 

 

 

Receiver Carrier 

generator 

Joint work with NTNU, Taiwan, Poster 

EWSN2023  



System Architecture 

• Key ideas: 

• Ad RF detector for carrier wave detection 

• Intermittent computing: save data on non-volatile memory 

before running out of energy 

 

 

 

 



Experimental Setup with LoRea Tag 



Results 

Carrier availability low (ca. 25%)  

TagC: can detect carrier but no NVM  



Summary 

• For battery-free IoT: 

 Combine backscatter and Intermittent Computing 

  

• IoT in your body 

 RF communication through fat tissue possible 

 Backscatter to reduce power consumption 

 RF to power sensor nodes? 
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